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BUILDING GDPR BEST PRACTICES:  

General Data Protection Regulation (GDPR): 
Data Processor Privacy Tool Kit  

EXECUTIVE SUMMARY
Stringent new requirements will be imposed on how data controllers (i.e., outsourcers) may appoint 
and monitor data processors (i.e., third party vendors) under the May 25, 2018 deadline for compliance 
to the European Union’s (EU) General Data Protection Regulation (GDPR) 2016/679.

GDPR: Data Processor Privacy Tool Kit

Preliminary guidance to effectively evaluate and manage third party risk for data processors 
under GDPR.

Test procedures, contract provision considerations, artifacts checklist and report templates that 
can be utilized to evaluate the readiness, effectiveness and maturity of controls against a broad 
range of GDPR privacy-relevant requirements. 

Components can be leveraged by organizations as a standalone privacy assessment of the third 
party relationship, or incorporated into the organizations’ existing Enterprise Risk Management 
program. 

Third party governance program maturity self-assessment that provides the basis for action 
plans to enhance key components based on GDPR priorities.

Questions to ask data processors regarding the secure and private handling of affected 
customer data.
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Figure 1: GDPR Data Processor Tool Kit Components

GDPR changes to data processor privacy rules 
include:
• Compliance liability for data protection will 

now extend to data processors. 
• Prescriptions for certain matters must 

be stipulated in contracts or other legal 
engagements. 

• Both data controllers and data processors 
third party vendor management programs 
may require additional due diligence to meet 
the new requirements. 

This GDPR: Data Processor Privacy Tool Kit was 
designed by the Shared Assessments Program’s 
Privacy Committee – a leading group of cross-
industry third party risk management privacy 
professionals – as a flexible set of tools and 
templates that any organization can incorporate 
into their third party risk management structures 
and processes. The Tool Kit will assist both data 
controllers and data processors.
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PRIVACY BACKGROUND FOCUS ON THIRD PARTY RISK

PREAMBLE
Data processors will play a greater role than 
previously in ensuring privacy protections under 
GDPR. Affiliates are also more critical in the 
governance and controls process, as they can be 
considered third parties as relates to the processing 
of EU data, which may trigger inter-company 
agreements for data processing instead of a sole 
focus on vendor or supplier contracts. 

To meet this deadline, organizations are being 
challenged with the very sizeable tasks of “re-
papering” or modifying their vendor arrangements, 
as well as applying increased rigor in Information 
Technology (IT) and Privacy risk assessments. These 
tasks should be undertaken to assure customer data 
is being processed in keeping with the regulation, 
according to controller/processor contractual 
arrangements.i  

When it comes to the tasks of gauging and 
managing third party risk and handling of customer 
and other proprietary data, controllers place 
emphasis largely on the three pillars of sound data 
security practices - confidentiality, integrity, and 
availability – when assessing their data processors. 
However, such a limited focus may mean that 
organizations can lose sight of the appropriate 
handing of regulated information. 

Being ready to conform to GDPR will require both 
data controllers and data processors to implement 
or expand third party vendor management 
programs to include third party assurance 
approaches that require additional due diligence to 
meet the new requirements. 

To help meet this need, the Shared Assessments 
Program’s Privacy Committee – a leading group 
of cross-industry third party risk management 
privacy professionals, has designed this GDPR Data 
Processor Privacy Tool Kit to provide preliminary 
guidance to effectively evaluate and manage third 
party risk for “Data Processors” under the GDPR.ii

Organizations struggling with the challenges of 
the tasks required to meet Article 28 EU GDPR 
“Processor” directives should utilize this Tool Kit to 
enable more efficient maturity in third party risk 
management. Proactive processors can also use the 
Tool Kit to prepare for requests from controllers, and 
to guide their requests to their sub-processors (the 
controller’s fourth parties). 

This GDPR Data Processor Privacy Tool Kit contains 
tools, checklists and templates that highlight a 
broad range of privacy-relevant requirements for 
third party relationships, and identifies potential 
artifacts for review as evidence of conformance with 
GDPR requirements. 

Each of the tools described in this narrative are 
included in the Appendices as part of the bundle 
that is available with this Tool Kit. 

Effective implementation of this Tool Kit will involve 
the participation of staff from across your business, 
such as Third Party Risk Management, Privacy, 
Information Security, Legal, Contracts, Procurement, 
Sales and Marketing, Human Resources, Information 
Technology, Audit and Compliance and business 
units that are directly affected by this regulation, 
and any other functions that send personal data to 
processors - including affiliates.

IMPLICATIONS FOR THIRD PARTY RISK 
GOVERNANCE  
While organizations are gearing up for enforcement 
of the GDPR in May 2018, the regulation will 
continue to have long term operational impacts 
to both data processors and data controllers as 
they modify the structures and mechanisms for 
risk management and assurance within third party 
relationships. 

Managing and maintaining an adequate inventory 
of third party relationships that process personal 
data is becoming the cornerstone of building an 
effective third party oversight function. GDPR will 
require greater maturity in the development and 
implementation of vendor management or third 
party oversight functions. 

Fundamental to effectively using the Tool Kit, is 
a basic understanding of how “personal data,” 
“controller,” “processor,” and “processing” are 
defined and used in the context of GDRP. 

Specific GDPR Articles that provide insight into 
understanding data processor obligations and the 
related implications to third party risk governance 
programs are founded on four primary sections, or 
Articles, within GDPR, as shown on the following 
page.
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• Article 28(1)-(3): Processor Obligations: Article 28 
provides a focus on the need to ensure sufficient 
guarantees that the third party processor has 
implemented appropriate technical and organizational 
measures. Processor obligations extend to 
subcontractors or sub-service organizations. Such 
extension of liability should be defined in contracts, 
including notifications and authorizations for 
subcontracting, and can extend to the nth party 
based on the type of processing. Data processing 
requirements incorporate specific contract obligations 
based on the subject matter, duration, nature and 
purpose of processing, including transfers of personal 
data. Both data controllers and data processors need 
to implement contract and governance controls based 
on the type or category of data within the contracted 
relationship. The data processor obligations in 
Article 28 will trigger changes to the types of 
audits or compliance risk assessments required to 
gain assurance on related controls, and will require 
enhanced due diligence response processes by third 
party service providers to demonstrate conformity. 

• Article 24(1): Controllers: Article 24 controller 
obligations outline the structures and parameters to 
be included in any vendor or third party assessments 
taking into account the nature, scope, context and 
purposes of processing. Based on the type of data 
and relationships with subjects, each data controller 
will implement third party service provider technical 
and organizational measures to address conformance 
in accordance with this Regulations. The frequency 
by which controllers update data protection 
policies, will influence the ongoing due diligence 
process for selecting new third party relationships; 
continuous monitoring or existing relationships; or 
disengagement or exit of relationships. Risk based 
criteria or proportionality are importance concepts to 
ensure that processor controls are properly focused.  

• Article 29: Processing under the authority of the 
controller or processor: Article 29 outlines the 
parameters and limitations of the processor, and any 
person acting under the authority of the controller 
or of the processor, who has access to personal 
data. Processing shall not occur without instructions 
or consent of the controller. Implementing controls 
on data processing limitations, including secondary 
usage or processing will trigger updates to third party 
vendor due diligence questions and responses. 

• Article 46(1): Transfer subject to appropriate 
safeguards: Article 46 outlines the approved 
structures and mechanisms for controllers or 
processors to transfer personal data to a third 
country or an international organization. Such 
transfers can only occur when implementation of 
appropriate safeguards and rights of data subjects 
are met. Approved data transfer contract clauses 

and certification mechanisms address the contract 
conformity aspects of the third party relationships. 
However, the definition and maintenance of data 
transfers will require controllers to not only assess, but 
test key controls with critical third parties that process 
personal data.

Areas are identified within the Tool Kit Appendices that 
are impacted in most businesses that send personal data 
to processors and affiliates. Conformity in these areas 
will significantly benefit from implementation of this 
Tool Kit when relevant staff in each area identified act 
cooperatively and collaboratively. These areas are typically 
clustered around products and services, marketing and 
sales, and human resources. 

IMPORTANT NOTES: 
• GDPR is a complex principle-based law, which 

is open to interpretation. It contains numerous 
areas where member states are permitted to 
add additional requirements to the core GDPR 
requirements. The type or category of data or 
service being performed may trigger that other 
European Union (EU) requirements outside GDPR.

• The commentary and tools contained in this 
Tool Kit do not constitute legal advice and any 
organization using the Tool Kit and related 
templates and checklists should not rely upon 
them as such. 

• As there are limited guidance and commentary 
on enforcement of Article 28 GDPR, it is possible 
that supervisory authorities and courts will take 
different views as those expressed in this Tool Kit. 

• GDPR creates significant compliance risk and 
introduces fines of up to 4% of annual worldwide 
turnover (sales) for the most serious breaches, as 
well as the risk of private claims for compensation. 

• It is strongly recommended that organizations 
seek legal advice on their preparations for GDPR, 
particularly with relation to data controllers and 
data processors. 

• Note that this Tool Kit encompasses only the 
privacy aspects of the GDRP; it does not address 
the information security and other non-privacy 
requirements of the regulation. 

• Foundational topics for third party oversight on 
topics including Information Security, Technology, 
Data Protection, Business Continuity Management, 
Cloud Security are included in the core tools 
provided by the Shared Assessments Program. 
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PRIVACY GOVERNANCE FRAMEWORKS

INTERNATIONAL FRAMEWORKS
As the Shared Assessments Privacy Committee 
collaborated to update the foundational Program Tools 
Standardized Information Gathering Questionnaire (SIG), 
Standardized Control Assessment (SCA) – the assessment 
protocol formerly known as Agreed Upon Procedures 
(AUP) – and the Vendor Risk Management Maturity Model 
(VRMMM), a critical component of the work effort was to 
structure a governance framework that could be adapted 
regardless of privacy jurisdiction. The fundamentals for 
oversight of third party relationships are similar across 
different international privacy frameworks, with variations 
in terminology. 

KEY TERMS/DEFINITIONS
When conducting a third party assessment from a 
privacy viewpoint, a critical component in the scoping 
of the vendor relationship is the knowledge of types of 
Personal Data or Personally Identifiable Information (PII) 
that is relevant for the types of services provided. Each 
privacy category of data may trigger different compliance 
requirements or risk assessments, as noted in Figure 3.

A list of related glossary terms is available in the SCA 
Privacy section in the Appendices of this Tool Kit. The 
full General Data Protection Regulation can be found at: 
http://ec.europa.eu/justice/data-protection/reform/files/
regulation_oj_en.pdf. 

Controller - Article 4 Section 7. “controller means the 
natural or legal person, public authority, agency or other 
body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data; 
where the purposes and means of such processing are 
determined by Union or Member State law, the controller 
or the specific criteria for its nomination may be provided 
for by Union or Member State law; …“

e-Privacy – While not directly a part of GDPR, the 
proposed EU e-Privacy Regulation is designed to address 
‘‘natural and legal persons in the provision and use of 

electronic communications services, and in particular, 
the rights to respect for private life and communications 
and the protection of natural persons with regard to the 
processing of personal data.” The focus on unsolicited 
marketing, cookies, electronic communications, data 
analytics will trigger changes to the deployment of digital 
technologies for notice and consent, including updates 
to the oversight of electronic communications service 
providers. While separate from GDPR, the compliance 
timelines will also impact data controllers and data 
processor if e-Privacy services are in scope. 

Personal Data – Article 4 “‘personal data’ means any 
information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person 
is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier 
or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person…”

Processing – Article 4 “‘processing’ means any 
operation or set of operations which is performed on 
personal data or on sets of personal data, whether or 
not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction...”

Processor – Article 4 GDPR “Section 8. ‘processor’ means 
a natural or legal person, public authority, agency or other 
body which processes personal data on behalf of the 
controller…”

Sensitive Data – Article 9 “Processing of special 
categories of personal data” refers to the definition 
categories of sensitive personal data that require 
additional levels of controls, approvals, authorizations, 

Personal 
Data or PII 
Definitions

Sensitive 
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of Personal 

Data  

Understanding 
e-Privacy 
Context  

Each privacy category may trigger di�erent 
compliance requirements or risk assessments

Figure 3: Personal Information Context
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including for example, genetic data and biometric data 
where processing can uniquely identify a natural person.  
Sensitive personal data includes information regarding 
racial or ethnic origin, political opinions, religious or 
philosophical beliefs, trade union membership, a natural 
person’s sex life or sexual orientation.”

ASSURANCE MECHANISMS
Privacy compliance between data controllers and 
data processors for onward transfers has traditionally 
been managed via approved assurance mechanisms, 
including standard contract clauses, binding corporate 
rules or authorized certification programs. EU-US and 
Swiss-US Privacy Shield Frameworks were designed by 
the US Department of Commerce, and the European 
Commission and Swiss Administration, respectively, to 
provide companies with a mechanism to comply with data 
protection requirements when transferring personal data 
from the European Union and Switzerland to the United 
States.  

While contracts can define and structure the compliance 
obligations and service levels, the risks and liability now 
extend to third parties, triggering changes in third party 
due diligence in all phases of the third party service 

provider oversight lifecycle. For companies that rely on 
external assurance engagements like Service Organization 
Controls (SOC) 2, the Trust Services Principles and Criteria 
for Privacy have been updated by the American Institute 
of Certified Public Accountants (AICPA).  Similarly, the 
Shared Assessments Program, which is an International 
Standards Organization (ISO) based set of tools, has 
updated its standard testing procedures for Privacy.
 
The foundation of third party service provider oversight 
starts with identifying the processors that will require: 
additional due diligence during onboarding; continuous 
monitoring; or specific action plans at disengagement. 

The “Trust, but Verify” approach to vendor risk 
management relies on standardized information; 
compliance artifacts, contract provisions, and independent 
testing or monitoring of controls. 

Each of the Tool Kit components described in the 
narrative can be used during the three key phases. See 
Figure 10 for additional information about using the Tool 
Kit components to cover each of the key phases shown in 
Figure 4. 

Figure 4: Key Phases for Third Party 
Risk Assessments

PRE-ASSESSMENT AND SCOPING FOR 
THIRD PARTY RISK

CONTRACT AND ASSURANCE 
FOR THIRD PARTY ASSESSMENTS

CONTROL TESTING, REMEDIATION, 
AND VALIDATION 
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READINESS FOR PRE-ASSESSMENT & SCOPING

SELF-ASSESSMENT FOR THIRD PARTY 
GOVERNANCE PROGRAM MATURITY
Completing an initial assessment of the organization’s 
current state of third party risk oversight structures is 
a foundational step in understanding the appropriate 
technical and organizational measures needed to meet 
GDPR data processor obligations. From the assessment, a 
maturity plan should be devised that identifies specifically 
where the organization will enhance their program to 
address GDPR data processor obligations.

The Vendor Risk Management Maturity Model (VRMMM)
provided in the Appendices can be used to evaluate risk 
management programs against a comprehensive set of 
best practices. The VRMMM is routinely benchmarked 
to provide a comparison to peers and other industry 
participants. 

The VRMMM is a holistic tool for evaluating maturity 
of third party risk programs including cybersecurity, IT, 
privacy, data security and business resiliency controls. The 
link to download the Vendor Risk Management Maturity 
Model and Benchmarking Reports is located here: 
• To download the Shared Assessments Program’s 

VRMMM Tool, go to: www.sharedassessments.org/
vrmmm.

• To download the VRMMM Benchmark Studies, go to: 
http://sharedassessments.org/services-education/.

By using the VRMMM, an organization (data controller or 
processor) can self-assess the maturity of the structure 
of their third party governance model and identify action 
plans to enhance key components based on GDPR 
priorities. High-level categories are broken down into 
components in a manner that makes the model adaptable 
across a wide spectrum of industry groups.

Because of the VRMMM’s flexibility and ability to identify 
specific areas for improvement and enable organizations 
to: 
• Adapt program structure by type of outsourced 

services, maturity level, based on proportionality, 
industry, organization size and risk tolerance.

• make well-informed decisions that drive efficient 
resource allocation and use, and help manage vendor-
related risks effectively

• Establish a baseline against which to benchmark 
organizational program maturity.

• Use program governance as a foundational element 
for other risk program criteria.

• Identify components that will deliver the highest 
organizational value.

• Reassess program maturity over time to determine 
progress and identify additional areas for 
improvement.
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Figure 5: GDPR Readiness Components
 for Pre-Assessment and Scoping
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Components Pyramid 
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THIRD PARTY PROCESSOR AND DATA FLOW 
INVENTORIES 
GDPR compliance readiness requires organizations to 
document and define data inventories, data flows, and 
control mechanisms. Maintaining an inventory of critical 
third party relationships, including the scope of access, 
processing and retention of personal data is critical to 
effective controls for third party risk governance.  

For third party processor privacy obligations, GDPR 
requires the collection and maintenance of key 
information on the controls for a sub-set of third party 
relationships within an organization’s vendor footprint. 
Approved code of conduct or certification mechanisms 
will enable definition of the required controls. 

The focus in GDPR is on the sub-set of third parties 
that access, process, or store/retain personal data. A 
common misperception of the concept of “data transfers” 
is that the transfer requires the physical relocation of 
the data in question. With today’s virtual servers, cloud 
computing and digital web, these concepts have evolved 
quickly beyond this limited description. In the context of 
conforming with GDPR, “access” to the personal data that 
occurs across geographic borders is considered a type of 
transfer. This should be taken into account when building 
the inventory. 

The assessment to narrow down or filter the set of third 
parties that require inclusion into privacy data inventories 
or data flows should be focused specifically on the 
services in scope by contract with the third party. By 
risk tiering the set of providers by defined criteria (i.e., 
sensitivity of data classification, volume of personal data, 
or criticality of service to your organization,) third parties 
can be risk-grouped into categories. 

To scope the sub-set of third party relationships that 
should be included in an organizations’ third party risk 
management program structure, the processor and data 
flow inventory should be framed from three points of 
view:
• Access of Personal Data.
• Processing of Personal Data.
• Storage and Retention of Personal Data.

Creating a phased approach to collecting and assessing 
third party service provider control information is critical 
to an efficient governance process. 

Organizations that maintain a fully integrated Governance, 
Risk and Compliance (GRC) software application will likely 
be integrating privacy contextual questions into pre-
existing management compliance systems.

Figure 7: Assessing Third Party Relationships for Transfers of Target Data
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Is the purpose of authorized 
and defined in contract?

Is the processing authorized 
and defined in contract? Is the storage authorized?

How How is data shared with third 
parties?

How is data shared with third 
parties?

How is data shared with third 
parties?
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TRACKING AND MONITORING THIRD PARTY 
RELATIONSHIPS FOR TARGET DATA
Most organizations do not have the resources to address 
all third parties with the same level of rigor. Taking a 
triaged approach to prioritize assessment efforts helps 
manage this challenge. The concept of “target data” or 
“client-scoped” privacy data is the narrowing of the scope 
of any privacy assessment to solely that personal data 
that lies within the scope of the product or service being 
delivered.

Target data for GDPR is: Client’s Non-Public Information 
(NPI); Protected Health Information (PHI); Personally 
Identifiable Information (PII); Personally Identifiable 
Financial Information; EU-covered Personal Data; EU 
Special Categories of Personal Data and/or Consumer 
Report Information that is stored, transmitted or 
processed by the provider or dependent service 
provider(s). Target data can also include any data 
selected as being in scope by the processor or controller 
at the scoping of the engagement. Note: A list of related 
glossary terms is available in the SCA Privacy section 
Appendix of this Tool Kit.

The triage process for scoping the privacy control 
assessment for relevant third party controls requires 
analysis that is based on data classification. Third party 
service provider controls may vary across market verticals, 
or by client, so any assessment is focused on the data 
applicable to the service provided and the contracted 
relationship. The higher the classification of personal data, 
or special categories of personal data, the greater the 

level of third party risk governance needs to be in place 
for due diligence, contract management, continuous 
monitoring or offboarding. 

Each organization conducting a privacy assessment of 
third party relationships will need to collect and maintain 
third party information regarding data inventories, 
locations and key data flows, including sub-service or 
subcontractor relationships. Within each third party 
risk governance program, the categories of personal 
information need to be identified for each relevant 
third party that has access to, processes or stores or 
retains personal data. The attributes for each category 
of personal data are critical for the data processor and 
controller to understand, to assure that obligations are 
extended to relevant sub-processors. 

Figure 8: Elements of Robust Privacy Program Management  
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TOOL KIT COMPONENTS BY 
ASSESSMENT PHASE
Within the structure of a third party risk 
governance program there are processes 
for due diligence that influence each phase 
of the vendor management lifecycle. The 
Tool Kit bundles a set of guidance, ideas, 
templates and tools to help navigate the 
upcoming changes in data processor 
requirements. From pre-assessment to 
scoping, to conducting due diligence reviews, 
managing contract compliance, remediation 
and off boarding. Given the nature of third 
party risk regulatory trends, the concept 
of “continuous monitoring” requires an 
integrated or holistic framework versus point-
in-time or event- driven third party reviews.

The GDPR Tool Kit encompasses several of 
the Shared Assessments Privacy Working 
Group tools, that are focused more broadly 
than only GDPR compliance. However, the 
tools provided all share common foundations 
in third party risk for privacy and data 
protection that are common across privacy 
jurisdictions. 

The GDPR: Data Processor Privacy Tool Kit 
is designed to be a flexible set of tools and 
templates that any organization can incorporate 
into their third party risk management structures 
and processes. 
 
For organizations that need to evaluate the 
controls of their vendors or third parties, the 
Tool Kit components can be leveraged as a 
standalone privacy assessment of individual 
third party relationships, or they be incorporated 
into the organizations’ entire third party risk 
management program. 

For controllers, processors and other service 
providers, the components of this Tool Kit can be 
utilized to evaluate the readiness and maturity of 
the existing controls in place regarding identified 
products or services that may require conformity 
to key privacy regulations, including GDPR. 

TOOL KIT COMPONENTS

PRE-ASSESSMENT AND SCOPING FOR 
THIRD PARTY RISK

• Shared Assessments Standard Information 
 Gathering (SIG) Privacy Questions

• Shared Assessments Target Data Tracker (TDT)

CONTRACT AND ASSURANCE 
FOR THIRD PARTY ASSESSMENTS

• GDPR Artifacts Checklist

• GDPR Contract Privacy Considerations

CONTROL TESTING, REMEDIATION, 
AND VALIDATION 

• Shared Assessments Standardized Control   
    Assessment (SCA) Test Procedures

• SCA Privacy Assessment Report Template

Figure 11: Aligning Tool Kit Components to the 
Third Party Assessment Lifecycle
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Figure 10: GDPR Data Processor Tool Kit Components
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DATA PROCESSOR 
TOOL KIT COMPONENT

DESCRIPTION

SIG - Standard Information 
Gathering

Privacy Section Questions and 
Mapping 

A template designed with scoping to conduct a baseline of the privacy controls 
of a particular third party relationship or service. A checklist of key GDPR 
requirements that apply to third party privacy risk assessment.

SCA Privacy Testing Procedures
A standardized set of Privacy Assessment testing procedures for key privacy 
controls, including the testing of contract provisions in sub-service organizations.

SCA Report Template A standardized Privacy Assessment Reporting template. 

Privacy Artifacts in Support of 
Article 28

A checklist based on Article 28 of the examination artifacts or evidence that can 
demonstrate conformity to key obligations. 

Article 28 Contract Privacy 
Considerations

A scoping checklist designed to help manage or structure the contract provision 
tool set(s) needed for conformity to Article 28. 

TDT - Target Data Tracker 
Template

A template designed to enable the identification of key third party relationships, 
including subcontractors that are part of the data inventory or data flows 
maintained by a third party service provider. 

Table 1: Tool Kit Description by Component

SHARED ASSESSMENTS STANDARDIZED 
INFORMATION GATHERING (SIG) PRIVACY 
QUESTIONS AND MAPPING
The Shared Assessments Program Tools apply a two-step, 
“Trust, but Verify” model for managing the third party 
service provider risk lifecycle. 

The “Trust” component is the Program’s Standardized 
Information Gathering (SIG) questionnaire. By using the 
SIG, information can be compiled to conduct an initial 
assessment of service provider’s controls based on risk 
area, including cybersecurity, Information Technology (IT), 
privacy and data security, and business resiliency controls.

The SIG is a robust, standardized assessment tool targeted 
to gathering pertinent information for determining how 
risks are managed across a broad spectrum of control 
areas. The SIG was developed to enable both service 
provider and outsourcers to compile complete information 
about scoped risk areas in one document. Service 
providers can choose to share this with multiple clients, 
avoiding the time consuming and expensive requirement 
of completing multiple questionnaires for multiple clients. 

The SIG Privacy section is contained as an Appendix 
in this Tool Kit. This section is based on the physical, 
administrative and technical safeguards needed from 
a privacy risk viewpoint, and does not contain the full 
functionality or complete IT controls or information 
security controls that are a part of the complete SIG tool. 
To learn more about the content and functionality of the 
complete SIG, please see: http://sharedassessments.org.

The SIG is reviewed annually, with updates and revisions 
made based on key industry regulations, guidelines 
and standards. The SIG Privacy section table reflects 
the references to industry regulations, guidelines 
and standards. The table provides the SIG question 
number, text, SCA Privacy section relevance, mapping 
alignment and other additional information relevant 
to the transmission and handling of scoped data. This 
cross reference allows users to see specifically where the 
material nature of services that include data processing 
relates to each of the privacy regulations. The SIG Privacy 
section is structured based on the privacy domains 
maintained under the Generally Accepted Privacy 
Principles (GAPP). This structure enables the assessment 
questions to be mapped consistently based on privacy 
jurisdiction and enable a flexible format as the privacy 
regulatory landscape evolves. 

The SIG Privacy section can be used by an organization in 
multiple ways: 
• Cross reference the primary GDPR privacy 

requirements relevant to the SIG question set 
and determine for each GDPR requirement what 
appropriate due diligence is required.

• Used by a company outsourcing services to evaluate 
their service providers’ technology and data security 
risk controls.

• Completed by a service provider and used proactively 
as part of a request for proposal (RFP) response.

• Completed by a service provider and sent to their 
client(s) in lieu of completing multiple proprietary 
questionnaires.

• A self-assessment of risks and responses.
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QUESTION RESPONSES
The SIG Privacy section contains a tiered set of 
assessment questions that allow flexibility for the depth 
and breadth of the privacy assessment of a third party 
relationship. The questions are structured with traditional 
“parent” and “child” questions to enable efficiency in 
vendor assessments or responses. Parent questions are 
shown on the table in bold. The section is designed to 
capture the trigger points that may trigger additional 
privacy obligations by identifying key privacy controls 
and potential gaps. A data controller would use these 
questions to evaluate the privacy posture of a third party 
relationship, specific to the scope of services. A data 
processor would use these questions to understand the 
scope of privacy expectations their client would have in 
the contractual relationship and in the due diligence or 
assurance process. 

The SIG Privacy Questionnaire includes a Response field 
for a binary “Yes” or “No” response to indicate whether a 
control is in place for each question. “Not Applicable” may 
be used where the data is out of scope of otherwise not 
pertinent for the service control(s) being examined.

The Maturity field can be used to provide additional 
dimension to the Response field. The Maturity field can 
be completed to identify how mature the governance, 
processes, policies, standards, analyses, tools or 
procedures are that are under examination. The user can 
apply their own existing parameters (e.g., High, Medium, 
Low), or utilize the standardized numeric SIG maturity 
levels, which are: 
1. Not in place, with no plans to implement
2. Partially in place, with no approved plans to 

implement further
3. Partially in place, with approved plans to implement 

further
4. In place, with exclusions
5. In place, with no exclusions

The combination of analyzing the Response and Maturity 
field will provide the most robust review.

SHARED ASSESSMENTS STANDARDIZED 
CONTROL ASSESSMENT (SCA) PRIVACY TESTING 
PROCEDURES
The SCA is the “Verify” component of a holistic “Trust, 
but Verify” approach to conducting third party risk 
management assessments. This Tool Kit includes the 
Privacy section of the SCA and companion SCA Report 
Template.

The foundation of the SCA Privacy testing procedures 
section is that organizations can and should establish 
and maintain a privacy program and management 
framework to evaluate and manage key risk controls 
for the protection of client-scoped privacy data and 

client confidential information. These controls include 
cybersecurity as well as classification of non-public 
personal information or personal data of individuals. This 
effort should include the overall management of client-
scoped privacy data and confidential information within 
the organization and with third parties.

The assessment and testing should examine: 
• Individuals or organizational structures responsible 

for the creation, oversight and maintenance of the 
program; privacy data inventories and flows;

• Privacy policies or procedures that address notice, 
choice and consent for client-scoped data; 

• The management of client-scoped privacy data 
through its life cycle of collection, storage, usage, 
processing, sharing, transferring, securing, retention 
and destruction; 

• Third party agreements under the third party’s 
business requirements, applicable privacy laws, 
policies, processes, technologies, policy and industry 
leading practices; and 

• Applicable authorizations, monitoring, and 
enforcement mechanisms that address inquiries, 
disputes, or complaints. 

Each area or domain in the privacy testing procedures is 
structured to clearly convey the objective, risks, controls 
and test procedures for each area of privacy focus.

SHARED ASSESSMENTS SCA PRIVACY 
ASSESSMENT REPORTING TEMPLATE 
The Reporting Template is the companion document to 
the SCA. The Report Template provides a standardized 
approach to collecting and reporting onsite assessment 
results. The Template provides a mechanism for 
tracking “compensating items” and is a standalone tool 
organizations can use; including those organizations that 
do not have a proprietary enterprise risk platform in place 
to manage onsite assessments results and reporting. 

When used alongside the testing procedures identified 
in the SCA Privacy section, the SCA Privacy Report 
Template allows an assessor to report any additional 
mitigating controls (and accompanying documentation) 
believed to be relevant to providing a sound control 
requirement.

PRIVACY
DOMAIN

• Privacy Objective 

• Risk Statement

• Description of the Control

• Test Procedure to Follow

Figure 12: SCA Privacy Procedures Section 
Structure Summary
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PRIVACY ARTIFACTS IN SUPPORT OF ARTICLE 28 
The Privacy Artifacts table provided as an Appendix in 
this Tool Kit specifically addresses the GDPR privacy 
requirements for processors and outlines a number 
of Article 28 requirements. The table focuses on two 
relationships; first, between controllers and their 
processors, and second, between the processors and their 
sub-processors. This Tool Kit component addresses only 
the privacy-related elements of these relationships. 

The Artifacts table provides suggested documents, 
artifacts and evidence in support of conformity with the 
requirements of GDPR Article 28. Using the table as part 
of initial due diligence or on-going monitoring, a controller 
can request from a processor some or all of the identified 
documents, artifacts and evidence. Likewise, a proactive 
processor can use this table to develop and prepare a 
package for its controllers that specifies the steps the 
processor has taken to conform with the privacy related 
items in GDPR Article 28.

Please note that the Working Party (i.e., the group of 28 
countries), the EU Commission and member states are 
still refining their guidance and enacting local regulations 
in regard to parts of the GDPR. It is therefore anticipated 
that this table will be updated in future releases, as these 
parties further identify and refine the GDPR and related 
EU privacy requirements. 

ARTICLE 28 CONTRACT PRIVACY 
CONSIDERATIONS
Article 28 of the GDPR contains a number of requirements 
regarding contracts. The contract considerations in the 
Tool Kit Appendix focus on the same two relationships 
that are taken into account for the Artifacts table; first, the 
relationship between controllers and their processors; and 
second, the one between the processers and their sub-
processors. This contracts table component addresses 
only the privacy-related elements of these relationships. 

We recommend that controllers and processors share 
these contract considerations with the legal counsel of 
their choice in order for counsel to develop appropriate 
language for incorporation in contracts and addendums. 
Incorporating some or all of the tabled privacy-related 
contract considerations in a formal contract or addendum 
will allow a controller to engage a processor, or a 
processor to engage its sub-processors, in a manner that 
is consistent with the GDPR. 

Special Note: Any contracts including existing ones that 
are in place on May 25, 2018, and new ones after this date 
will be required to conform to the GDPR. 

Please note that the Working Party (i.e., the current 
group of 28 countries), the EU Commission and member 

states are still refining their guidance and enacting local 
regulations in regard to parts of the GDPR. It is therefore 
anticipated that this table will be updated in future 
releases, as these parties further identify and refine the 
GDPR and related EU privacy requirements.

SHARED ASSESSMENTS TARGET DATA TRACKER 
TEMPLATE
The Shared Assessments Program has updated its Target 
Data Tracker (TDT) third party risk due diligence template 
to address the broader third party and data transfer 
obligations driven by privacy regulations, including 
GDPR. This updated TDT is included as an Appendix in 
this Tool Kit and serves as a companion tool to the due 
diligence process for conducting efficient third party risk 
assessments. 

The TDT template: 
• Enables assessors and service providers to more 

easily streamline and standardize due diligence 
compliance documentation to track data types, 
locations and third parties. 

• Provides a standard way to collect information from a 
third party service provider, or for a third party service 
provider to provide to a client. 

The controller and processor can utilize the tracker as 
a means of helping to define data scope, so that both 
parties are clear on how data is being managed and 
where it is located. The TDT can be used to supplement 
existing Governance, Risk and Compliance (GRC) 
solutions or to leverage other management tools where a 
full GRC platform is not yet in place. 

The use of the TDT can: 
• Improve down-chain provider accountability; 
• Increase awareness of outsourcer risks related to 

privacy/data issues; and 
• Help identify gaps in third party inventories. 

While the TDT is not designed to be the primary tool for 
data controllers or processors to conduct their internal 
data inventory or maps required by data protection 
authorities; the TDT is a template that can be utilized by 
controllers (outsourcers) to summarize the results of risk 
assessments specific to a set of products or services that 
are used in the third party assurance or due diligence 
process. 

Controllers may require a processor (or other third 
party) to complete a Target Data Tracker in advance of 
a conducting a more in-depth privacy assessment. In 
addition, a processor can proactively maintain a Target 
Data Tracker for a particular service, to streamline the 
requests from clients on data inventories, maps, or data 
flows. 
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ENDNOTES

i   The Shared Assessments Privacy Committee updated the relevant content of the 2018 Shared Assessments Program Tools: 
Standardized Information Gathering Questionnaire (SIG), Standardized Control Assessment (SCA) – the assessment protocol formerly 
known as Agreed Upon Procedures (AUP) – and the Vendor Risk Management Maturity Model (VRMMM) to address multiple privacy 
jurisdiction considerations, including GDPR. 

ii.  General Data Protection Regulation. May, 2016. http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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LINKS/REFERENCES

GDPR Portal
http://www.eugdpr.org/

Privacy Shield Program Overview 
https://www.privacyshield.gov/Program-Overview

Free Shared Assessments Program VRMMM Tool 
www.sharedassessments.org/vrmmm

Shared Assessments Program Benchmark Studies And 
Related Resources 
http://sharedassessments.org/services-education/

TOOLS & TEMPLATES APPENDICES LIST

Each of the following is a separate, standalone document 
that is provided as part of the full GDPR Tool Kit bundle. 

• Shared Assessments Standardized Information 
Gathering (SIG) Privacy Questionnaire

• Shared Assessments Standardized Control 
Assessment (SCA) Privacy Testing Procedures

• Shared Assessments SCA Privacy Assessment 
Reporting Template 

• Privacy Artifacts in Support of Article 28 - Processor

• Article 28 Contract Privacy Considerations

• Shared Assessments Target Data Tracker Template

Throughout this GDPR: Data Processor Tool Kit there 
are many security-related requirements in regard 
to controllers, processors and sub-processors. The 
Artifacts and Contract Privacy Considerations tables 
do not address security-related requirements, as these 
components of this Tool Kit are limited to privacy 
concerns. Note: more information is available at: www.
sharedassessments.org for assessment tools with 
mappings to security, breach notification and other GDPR 
components outside of privacy for processers.

© 2017 The Santa Fe Group, Shared Assessments 
Program. All Rights Reserved. 

Documents created under the Shared Assessments 
Program may be downloaded from the official 
Shared Assessments Program website at www.
sharedassessments.org.

While retaining copyrights, the Shared Assessments 
Program makes specific documents available to members 
and purchasers for the purpose of conducting self-
assessments and third party control assessments. 
Licenses for other uses are available from Shared 
Assessments. Individuals and organizations should review 
the terms of use prior to downloading, copying, using or 
modifying Shared Assessment Program documents.

This notice must be included on any copy of the Shared 
Assessments Program documents, excluding assessors’ or 
consultants’ reports.

The Shared Assessments Program is administered by The 
Santa Fe Group (www.santa-fe-group.com). Questions 
about this document and the Program should be directed 
to: mailto:info@sharedassessments.org.
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