
1



2



3



I would like to thank JCP and ACJ for working with me 
from Oct to Jan to pull all of this together.

I would also like to thank Macmillan, JCCT, Brigher
Futures  who took part in some free workshops to 
better understand the issues being face by charities.

I would also like to thank everyone who used the Q&A 
blog to ask questions about GDPR. I hope my 
answers where helpful.

This is final output of 4 months. Ironically  the 
greatest effort has been  in trying to keep this short. 
There is a much longer version for anyone who wants 
it!
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In simple terms General Data Protection Regulation 
GDPR is beefed-up Data Protection . You should 
already be doing most of this stuff, and if you are, as 
Paul Vane said, it is just a step-up.

The reason we need GDPR is because things have 
changed a lot since 2005 and we now get more cold-
calling, more spam, more data-leaks and more 
hacking. These things affect You and Me. The data-
breaches affect hospitals, airports, games consoles 
our internet and our right to privacy.

Hopefully you already know the Data Protection 8 
Principles. The GDPR 6 are pretty much the same. All 
the slides are available for download after this event.
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Although it has gone from 6 to 8, be in no doubt, 
GDPR is tougher and demands much more from 
organisations to protect the public like You and Me. 
All  the previous 8 Principles still apply, its just the 
wording that has changed.
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OK let me be clear about one thing. Data Protection 
applies to Charities. These were the fined meted out 
to Charities in 2017. GDPR will also apply to  
Charities. The Jersey Law specifically mentions 
Charities. The only good news is that fines for 
Charities are limited to  GBP 10k not EUR 20 million!

Most of these relate to fund-raising and I have a 
separate presentation on fund-raising and we may 
have time for questions about fund-raising at the 
end.
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I am sure everyone has been bombarded with 
information about GDPR. And some of you may be 
worried or confused. 

However it is really about doing simple and obvious 
things. If you have private and confidential 
information take sensible precautions to keep it 
private, safe, secure.  Messy desks, access to filing 
and failing to delete or shred data are all trip-
hazards. 
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If you have IT systems think about who has access, 
and how we control logins, passwords, updates and 
back-ups. The States of Jersey are now asking 
business to comply with Cyber Essentials. In due 
course this may be a condition of working with the 
States or receiving funding from the States. 

Cyber Essentials is about sensible precautions: 
firewalls; wifi, passwords, encryption and updates. 
The WannaCry virus affected many people with out-
of-date controls.

If you have many computers, you need to think about 
who has access to what and “need to know”. You are 
responsible for the data, so if someone else has a 
access you are responsible for them.
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Big organisations will have policy, procedures, 
contracts and maybe a staff handbook. These are all 
great things. 

But it can be simple too. Just having posters and 
notes on doors, on cabinets and on screen-savers can 
help ensure everyone knows their role and 
responsibility. 

You are responsible for the behaviour of your staff 
and suppliers. So it is important to make sure that 
they know your rules.
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I have spent 4 months looking at GDPR with Charities 
and although it is fairly straight-forward there are a 
lot of factors. All of which are common-sense, but 
sometimes it is hard to remember how they all fit 
together.

I have grouped these into 8 elements

There are 110 people here today. So I am going to 
talk about Fake Charity and how each of these 8 
elements fit together, step-by-step.

Your organisation  might be a bit different. We have a 
Q&A after and we would be happy to talk about 
specific issues, but lets start by focussing on these 
elements.
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I have attempted to colour-code the documents

Clearly for some organisations these will be different. 

For example 

If you take credit card payments there will be PCI-
standards in the top box.

If you receive or administer States funding, there 
may be FOI somewhere in there, and that will shape 
the notices, reports and agreements.

If you work in health care you may be guided by 
Nursing and Residential Homes (Jersey) Law 1994, 
for example.

So don’t just think about GDPR, but a whole 
housekeeping update!
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We get data from organisations and from people

There should be a legal basis or lawful purpose for 
any data

I am going to focus on consent (people have consent) 
and contract (there is an agreement, for example an 
employment contract, or membership agreement)

If you want to talk about the other elements I am 
happy to cover that in Q&A
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If we get data from organisations then there should 
be some agreement about that data, and this 
agreement should be in writing.
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If we get data from people then there should be 
consent or a contract. 

Importantly, it is difficult for people (You and Me) to 
agree a consent or a contract if we don’t know what 
people are going to do with our data or how good 
they are at keeping it private, safe and secure.

You need to offer a Privacy Notice, which we look at 
next.
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There are lots of ways of doing a Privacy Notice. It 
might be on a website. It might be part of a contract, 
or in a handbook or in an agreement.

You might have different Privacy Notice for different 
people because they have different products, or 
different data. The Privacy Notice for someone who 
gets a monthly email about coffee mornings will be 
different from the Privacy Notice  in a Care Home 
looking after the old or infirmed.

So in order to write a Privacy Notice you ned to 
understand a few things like what data do you hold, 
why and where, and  is it private, safe and secure.
Otherwise people like You and Me are not going to 
agree to give you our data.
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Now we need to talk about data and special category 
data. If you hold special category data you may need 
a DPO

I would recommend you have a DPO anyway, there is 
a lot to think about and it is good to have someone 
who is responsible and accountable.

For organisations who do similar stuff it makes sense 
to share a DPO. Maybe get together and create the 
necessary policies, procedures, checks and balances 
and share the costs and benefit  of working together.

If you hold special category data you may need  to do 
a DPIA. Think about the impact of a data breach and 
how it might effect someone. Then think about the 
controls needed to eliminate or reduce the risk.
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If you are going to write policy, procedures, 
guidelines and update staff handbook or contracts it 
is a good time to think beyond just GDPR.  There is e-
Privacy, and Fund Raising Guidance as well as Cyber 
Essentials.

There are lots of samples and templates and many 
consultants who will be willing to help you.

From my experience with Macmillan, JCCT and 
Brighter Futures, as well as working with a Care 
Home I find the best thing is to sit down with the 
people, look at what you already have, and see what 
needs updating.
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Having policy, procedures, guidelines is good. But do 
you follow them?

Look at your step-by-step processes. At each step 
think about people, process and technology  
Remember the law demands privacy by design and by 
default.

Does it failsafe 

If you loose a laptop, was it encrypted?

If you have medical records are they separate from  
other filing and kept under lock and key?

People (You and Me) expect data to be private, safe 
and secure
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The reason it is so important to map this stuff out is 
that people (You and Me) have rights, including the 
right to know what data is held about us, and why.

The law says you need to be able to answer a 
subject-access-request in 30 days. Being organised  
means this is going to be really easy, and you will 
show yourself to be both professional and 
trustworthy.

If you cannot do this, if your records are a mess, not 
up-to-date, wrong, missing then your are in trouble. 

The other reason it is so important to map this stuff 
out is that if something goes wrong and you have 
breach, or maybe your supplier who you trusted had 
a breach, you only have 72 hours to tell the regulator.

Being organised  is important.
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It is important to remember that you are also 
responsible for any data you share with other 
organisations. If you get Dodgey Dave to do the 
payroll for you, or Careless Cassie to do your 
marketing mailshots YOU are responsible.

So, just like at the beginning if data is passing from 
one organisation to another it is wise to have a 
contract.
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Also remember that  you need to be careful what 
data you share with who and why. 

Maybe the Police would like to see some information
Maybe the District Nurse, or Social Security
Possibly the Hospital
What about Family, Next of Kin or Curator

If you are only running coffee mornings GDPR is 
straight forward. But  for some organisations there is 
more to think about and plan.

Here’s a Question: What  if it was your data that was 
being shared?

How would that impact you, your job, friends, family?
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So here are all the pieces put together. 

From left to right as data flows into and out of the 
organisation.

From top to bottom as policy becomes procedure, 
becomes process and ends up as a log of data, risks 
and controls. All the things you need to be able to 
assure yourself and others that their data is private, 
safe and secure with you.

This has been a romp, and not all organisations are 
exactly like this. But I hope this has been useful.
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We’re going to move into a Panel Discussion and also 
invite you the audience to ask questions. 

It is important to be clear that there is not only one 
way to meet the needs of GDPR 

Different organisation will take different approaches 
and that is fine

Whilst we welcome questions and discussion, this 
isn’t legal advice!

If you want to get more into the detail feel free to 
meet with us after the event.
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These are some of the questions on the Q&A page

You can ask a question by email me 
timhjrogers@gmail.com and I will post the question 
and the answer on the webpage to share with all the 
charities

The Q&A page also has links to events, guidance, 
templates and documents that may be helpful.

If you want further detailed advice I would be happy 
to meet and discuss.
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Thank you
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